We propose a modified version of the chaotic cryptographic method based on iterating a logistic map. Simulation results show that the distribution of the ciphertext is flatter and the encryption time is shorter. Moreover, the trade-off between the spread of the distribution of ciphertext and the encryption time can be controlled by a single parameter. 
The use of chaotic systems for secure or private communications has been an active area of research in the past few years. It is based on the facts that chaotic signals are usually noise-like and chaotic systems are very sensitive to initial condition. Besides the analogue secure communications that are relied on the synchronization of chaotic systems [1] [2] [3] , digital chaotic cryptographic approaches have also been proposed [4, 5] .
Recently, Baptista proposed a chaotic cryptographic method that encrypts the message text as the number of iterations applied in the chaotic map in order to reach the region corresponds to that text [4] . He demonstrated his approach using a simple onedimensional logistic map governed by the following equation 
where b is the gain and X n ∈ [0, 1]. Since the ciphertexts are small integers, they are suitable to be transmitted through today's public digital networks. In order to avoid statistical and differential cryptanalysis, a random number is generated each time the chaotic trajectory has reached the desired region. If it is greater than a threshold η, the current number of iterations will be transmitted as ciphertext. Otherwise, the iteration will continue.
There are two major drawbacks with Baptista's approach. First, the resultant ciphertext is usually concentrated at the smaller number of iterations, as observed from Fig. 1 that shows the distribution of the ciphertext obtained by encrypting a typical 495 KB text file downloaded arbitrarily from the Internet. In the figure, the solid line corresponds to the case that the threshold η is chosen as 0.7 while the dashed line shows the distribution when η is set at 0.9. Note that the statistics are gathered at intervals of 100 iterations. As the distribution of ciphertext is not flat enough, this property is not desirable in cryptography. The other drawback is that a sequence of random numbers may have to be generated for a single block of message text. The encryption time is thus longer and the random numbers generated may repeat at an early time. To deal with these drawbacks, we propose a modified method that will give a flatter distribution of ciphertext, with a single random number generation for each block of message text. Moreover, the tradeoff between the spread of the distribution of ciphertext and the encryption time can be controlled by a single parameter.
Follow Baptista's method [4] , we also use the logistic map in our modified version. We first define a mapping of ASCII code of the message text to different regions in the interval 0.2 to 0.8 of the phase space of the logistic map with gain b = 3.9999995. For the encryption of each message block, we first generate a random number r between 0 and a predefined maximum r max . Then we let the logistic map iterate for r times. After that, the iteration continues until the trajectory first falls into the desired region. The total number of iterations is sent immediately as the ciphertext. We also use 16-bit integers for the ciphertext, therefore the maximum allowable number of iterations is limited to 65 535. Fig. 2 shows the distribution of the ciphertext obtained by encrypting the same 495 KB text file as used to obtain Fig. 1 . The solid line corresponds to the case that r max is chosen as 15 000 while the dashed line shows the result of setting r max to 32 767. Again, the statistics are gathered at intervals of 100 iterations. It can be observed from the figure that the distribution is very flat in the region between 0 and r max .
In our modified method, the trade-off between the spread of the distribution and the encryption time can be controlled by the parameter r max . With a larger value of this parameter, the distribution of ciphertext spreads wider, but the encrypting time is longer. A small r max accelerates the encryption process but results in a narrower distribution of ciphertext. The encryption times for text files of different sizes using different values of r max are listed in Table 1 . The results using Baptista's method at η = 0.7 and 0.9 are also given. The data show that our method is faster at most of the parameter values. Moreover, the encryption time increases linearly with the file size.
Although the time required to encrypt a 495 KB text file is quite long, it takes less than 4 s for encrypting a file of 4 KB size which is the typical size of a e-mail without attachment. Therefore, the modified method is practical in secure e-mail communication.
The secret keys are the gain of the logistic map and the initial condition. They can be sent to the receiver using public key cryptographic methods such as RSA [6] . Once these session keys are obtained, the proposed private key cryptographic approach can be used for the subsequent secure e-mail communications.
We have modified Baptista's chaotic cryptographic method based on iterating a logistic map. Simulation results show that the distribution of the ciphertext is flatter and the encryption time is shorter. Moreover, the trade-off between the spread of the distribution of the ciphertext and the encryption time can be controlled by a single parameter.
